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Application of the
KIOSK mode for Android

Instruction for Admins to apply the KIOSK mode
to Android Enterprise Devices
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Preparation

Log in to your company's MDM domain using your admin login.
Step 1

*Commands [ Devices #%* Config ~ ™ Messages ~ £ Applications ~ L Users ~ SeleCt KiOSk MOdes In the
Assignments Android Only POIiCieS menu Item'

soard Policies Y. Call Blacklists
~ Assign Policies # Firewall Rules

Policy Restrictions ® Keyguard Features
Y Criteria 0O Kiosk Modes
@ My Locations 4 Permission Grant States
POl Fanres &, System Update Policies
£ Access Point Names i0S Only
I Exchange Configurations A Home Screen Layouts

@ Predefined Apps A I0S Accounts
D ® Single App Modes N 05 App MNotification Settin. ..
& Violations % Passcode Policies
tal Device Count Number: Gd \Wallpapers 0 Shared Device Configurati. ..
34 = Wifi Configurations @ VPN Configurations

| \Neb Content Filters
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Step 2

Config =

X Messages ~

£ Applications ~

1 which only a specific app or apps can run on device.

Allow

Overview Allow

Button

Allow
System  Allow
App Lock

Motifications Services Screen

Policies =
Force
Device Allow
Owner MNavigation
Kiosk Bar
false true
true true
true true

2 users -

Allow
Task

Allow Air
Command

Manager Mode

true

true

true

falze

false

false

Allow
Ai
View
Mode

r

false

false

false

Allow
Edge

A admin L @ Hel

(4 A

Functions Apps

false

false

false

com.boryazilim.android. bormdm.ap
com.boryazilim.android. bormessagil
com.hilti.mobile.channelcalculator
com.hilti.mobile.ontrack3
com.android.dialer

com.boryazilim.android. bormdm.ap)
com.boryazilim.android. bormessagil
com.whatsapp
com.google.android.apps.maps
com.Slack
de.euregon.snapmda2.playstore
com.boryazilim.android. borsecuravc
com.andraid.dialer
com.boryazilim.android. mobivisorfile
com.google.Gmail

com.boryazilim.android.bormdm.ap)
com.android.vending

A e S T ——

sh

Now click the “Add” button.
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Step 3

WOBIVISOR 1> Commands [0 Devices & Config ~ X Messages - £ Applications - [E Policies ~ & Users ~

i Kiosk Modes

Mame ()

KIOSK Mode

Description

Kiosk Exit Password @ ©

Kiosk Mode Title

@ Query Mappings

Allow Status Bar ©

Allow Lock Screen

A

L

i Device Owner Kiosk Specific Settings

Allow Overview Button

Auto-Start Application:

Apps: (Select apps that you want to add to Kiosk mode)

com.boryazilim.android bormdm.app
com.boryazilim.android. bormessaging
com.boryazilim.andnoid. bersecuravaoip
com.whatsapp
com facebook.orca
com.googhe. android_talk
com.facebook.katana
com.facebook.system
com facebook.appmanager
COM.SeC. enterprise. kNoX. exXpress
com.android.chroma
com.andnoid.browser
COm. Sec. android. app. S hrowser
com.googhe.android_youtube
com.android.vending
com.andnoid.contacts
com.android.settings
com.andnoid.diaber

com.android. phone

Now enter the desired
name of the KIOSK mode
and select the package
names of the apps that are
to be displayed in Kiosk
mode.
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Step 4

‘ M Application Shortcut Gonfigurations

Application Shortcut Mame (%)

0 samsung Specific Settings

Package Name (*)

Force Device Owner Kiosk i ]
i Activity Details

Allow Mavigation Bar @

Allow Multi Window Mode 8
Name Package Activity

Adjust any other settings as
required. Then save the
created Kiosk mode.

There Ase Mo Application Shortcuts Added Yet
Allow Task Manager &

Allow Air Command Mode ©
Y

Allow Air View Mode ©

F Y

Allow Edge Functions @
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Step S

MOBIVISSR 1> Commands [J Devices &} Config ~ XiMessages ~ £ Applications ~ A Users - & admin NOW go baCk to the pOIiCies
tab, where you can find all
policies in the menu.

i Manage Policies

+ Add Privacy

Folicies a d to define set of rules device feature{Mobile for when to restrict or free that de
assigned to users, their device features are res d when the user
Q Po icy Name
Policy Name Environment Features - Actions
Kiosk Richtlinie Android Kiosk Mod @ Fr K Clone  [J Assigned
©
4y
xcall system apps Android Enabled Sy [l V B Clone (] Assigned
Pop-Ups erlauben i0s + Safari Allow Popups B Clone 0 Assignad
Always
Elpro Test Android ‘Wifi Configuration List Wi Clone  [J Assigned

i

Test Webfilter Apple 05 ‘Web Content Filter alphaview test Al Wi Clone  [J Assigned
ways
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Step 6

VISOR  ir Commands [J Devices

; Manage Policies

£F Config ~ 3 Messages ~ £ Applications ~ [F Policies ~ & Users ~

Q  Policy Name

Yolicy Name

Gosk Richilink

icall system apps

op-Ups erlauben

“Ipro Test

est Webfilter Apple

aainn call

Environment Features

Android

Android

05

Androld

0s

05

Anchonid

Kiosk Mode Kioskmodus Androld

Enabled Systam Apps

# Satari Allow Popups

Wil Configuration List

| Elpro intern

Web Content Filter alphaview test

Passcode Policy GISA PW

X Aliow Password Auto Fill

® Allow Password Proximity Requests
Wifi Configuration

| M Test

Dhtondnn Call Rlackist

Criteria

Always

Always

Always

Always

Always

Always

= Add Privacy Policies ~ m

Actions

Wi Clone

W Clone

Wi Clone

Wi Clone

W Clone

W Clone

B Ciena

A admin L ©Hep

0 Assigned

0 Assigned

0 Assigned

0 Assigned

0 Assigned

0 Assigned

0 Asaionerd

# Edit

# Edit

# Edit

# Edit

# Edit

H Delete

1 Delete

& Delote

 Deleta

& Delate

B Delete

B Dalete

Add a new policy.

Note: You can also add the
Kiosk mode to an existing
policy. To do this, simply
select Edit.

The remaining steps stay the
same.
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Step 7

IVISOR i Commands [J] Devices &F Cenfig - & Messages ~ £ Applications ~ [EPolicies ~ 4 Users ~ & admin & @Hep B English .
Create a new policy for your
el e devices.

R Select Android for devices
TR S Omemim o that are solely used for

Paolicy Name

business (COBO).

@ Copyright 2018 All rights resarved Developed by I0TIQ GmbH.
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Step 8

10BIVISOR

Q  KIOSK

# Software Features

Feature ©

Kiosk Moda

i Other

Feature @

Kigsk Check Period

iI(r Commands  [] Devices £ Config ~

co-wP L8[

= Messages -

x
Applicable Versions &
Samsung AP
0 Device Ownar
Applicable Versions O
0 Device Owne

£ applications =~ [ Policies - & Users =

k > M
Act

K madus Al id
Act

& Unspecified

A admind @Help @ English

& Knox AP Mapping ©

In the features to be
restricted, search for the
Kiosk mode settings and
select the Kiosk mode you
have just created.

Then click next to go
further and save your

policy.
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Step 9

ASBIVISTR > Commands [ Devices ¥ Config - ™iMessages - £ Applications -

Landing Dashboard

Devices

[E Policies -

Enrolled Devices

[ u

Total Device Count Number of Active Devices in the
Last 8 Hours

34
8

Device Management

Search Device To Manage

A Users

Users

+ Add

IS List

[E Agreements

roup

4

I'.n::-':'.u
+ Add
iE List

Q, Audit

Total Violation Count

Add User

0

+2

Add

A admin

You can now add the KIOSK
mode policy to your group
via the Policies item.

To do this, first go to the
Users menu item and select
Groups.
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Step 10

avices F Config ~ = Messages ~ £ Applications ~ [E Policies ~ A Users ~ A admind @©Help B English

x
1T users In Group Applications Policies Actions
& Total Adobe Acrobat Reader: PDF bearb... Roaming erlaubt / nicht erlaubt © Wicone AEdit i Delete
0 = .
Administrator(s) A *ﬁ =
- Cloudya [ + ] W
=== Notepad - einfache Motizen ':E.-' L ]
=
And 2 More
3 Total E Secure Exchange (4] " Mo Policies K Clone # Edit ﬁ Delete
0 e
MobiVisor M i
Administrator(s) E ERNERETTEIng "'E
! MobiAdmin LN
And 5 More
All Users @ Mobivisor © g, No Policies Wi Clone . Edit i Delete

0

Administrator(s)

Now select the desired
group to which you want to
apply the KIOSK Mode to.

To do this, click on “Edit” to
the right of the group.
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Step 11

L] L]
MOBIVISCR 1> Commands [ Devices &F Config - MiMessages ~ £ Applications ~ Policies ~ & Users - N oW Sse | ect th e “POI ICIeS"
tab. You can now edit the
it Groups o
policies of the group.
Q  Search x
Group Type Group Namell Users In Group Applications Policies
Local Android Geréite 6 Total Adobe Acrobat Reader: PDF bearb... O @, Roaming erlaubt/
0 Administrator(s) = . =
3 Cloudya 28,
=== Notepad - einfache Notizen O e
And 2 More
X2 Users i Applications I3 Work Profile Applidations = % Policies = Groyp v Administrators 8 Application Access Lavel
Policy Name Ernvizaiinent Features Criteria
KIOSK Mode Android Kiosk Mode Kioskmodus Android
Always
Kicsk Richtlinie Android Kiosk Mode Kioskmodus Android

A s
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Step 12

__
7] ”
Select “Add” to add the
KIOSK Mode to your policy.
Applications Policies Actions
Adobe Acrobat Reader: PDF bearb... » O W Roaming erlaubt / nicht erlaubt € Kicione # Edit 1 Delete
~ Cloudya O L
== Notepad - einfache Notizen O,
And 2 More
‘olicies = Group W Administrators @@ Application Access Level % Cancel
Environment Features Criteria Add
Android Kiosk Mode Kioskmodus Android <= Add
Always
Android Kiosk Mode Kioskmodus Android + Add
Always
Android Enabled System Apps o+ Add

Ahsave
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Step 13

x
5 In Group Applications
al Secure Exchange W
Administrator(s) ) , -
MobiVisor Messaging 'ﬁ
H MobiAdmin *ﬁ
And 5 More
oplications =~ % Policies (= Group W Administrators # Application Access Level
Environment Features
Android Kiosk Mode Kioskmodus Android
Android Kiosk Mode Kioskmaodus Android

Policies

KIOSK Mode

Criteria

Always

Always

Actions

© wKicione

The KIOSK policy you have
created should now be
displayed under the
“Policies” in the selected

group.

The Kiosk mode should
now be installed on the
devices in the group.

You can leave this site now.
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Step 14

v

ronment

b Android Enterprise
} Android Enterprise

b Android Enterprise

Q

I

 §

User

Display Name

Samsung Galaxy XCovert Pro
Android Gruppe C,

Samsung Galaxy Tab
Android Gruppe 0,

marketingteam
Marketing Q,  test123 Q,
Android Gruppe O,

@®i0512 0517 05 18

7.00

Inventory @ Device Locations

Inactivity timeout | 120 | Minutes
b4 |™ Group -~ | Android Gruppe
It DateEnrolled 1T Last ConnectionTime ¥ Model/Make i .+1 Actio
18/09/2024 1417 20M11/2024 20:21 samsung SM-GT36B 14
09/04/2024 14:20 06/09/2024 18:55 samsung SM-X200 13 & M
07/03/2024 14:00 11/03/2024 10:47 samsung SM-G338FN 11 & M

Now select the tab
“Devices”.

In this page, you can filter
for all devices in the
respective group.
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Step 15

§ T

o Detalled Statistics

# Enrolied Devices (L Inactivity tim
Q  any x Q User x I Group = | Android Gruppe
m 3 Davices are selected
O Select Filtered (3) Environment 11 pisplay Name 11 pate€nroled 11 Last Connection Time  1F Madeln)
= # Androkl Enterprise B8 Samsung Galixy XGovers Pro 18/09/2024 14:17 2001172024 20:21 sarnsung

Androk Gruppe O

& Androld Enterprise ¥  Samsung Galaxy Tab D8042024 14:20 B/08/ 2024 18:85 SAMSUN|
Android Gruppe o

# Androld Enterpiise & marketingteam O7/02/2024 1400 11/03/2024 10047 samauny
Barketing O teamiES Ty
Ao Gruppe

& Comrioht 2018 All dahis ressnsed Develoned by 1I0TIO GmbH

The button extends to a menu. Select
“Update policies”. With this, the Kiosk
Mode Policy will be applied to all selected
devices at once.

Select all devices of this group. The button

“Actions” will appear.

Location Request
Reboot

Refresh Apps
Refresh Kiosk Mode
Renew Session
Status Request
Updata Palicias

Update Policies + Apps

Delete from System

Display Name

Samsung Galaxy XCoveré Pro
Android Gruppe ©

Samsung Galaxy Tab

Androld Gruppe O

marketingteam
Marketing & teafi23 0
Andreid Gruppe Q

I

Date Enrolled

18/09/2024 14:97

0904/2024 14:20

07/03/2024 14:00

I* Group ~ | Androld

IT Last Connex

20M11/2024 2

06092024 1

11/03/2024 1

© Copyright 2018 All rights reserved Developed by I0TIK
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Step 16

The Device Owner KIOSK mode now looks like this on
the device.

16:10 - 10 Mai 2024 Batterie: 59%

Only the apps that you have defined for KIOSK mode
are displayed.

If you have deactivated the notification bar, it will also
be hidden.




Notes on the KIOSK mode

e You can also activate Samsung KIOSK mode on Samsung devices
e For an app to appear in KIOSK mode, it must first be installed on the device

e Settings and the like are not deactivated in KIOSK mode - only hidden
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Any questions?

Or do you need our help?

No problem, our team is here to help you.

Call us:
Tel: +49 341 991601 42

Or write an email to:
mds@iotiqg.de

-

—




